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“Application” “Settings”
® CertMgr
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Sender Email Address From E
Sender Email Name From
SMTP Server Name SMTP
servername:587
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SMTP Password SMTP
”Send Test Email”
Tip: SMTP
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IPv4
IP
» Kousec Server Certificate Manager Open Command Prompt
* notepad ip_acl.txt IP ACL

192.168.x.x IP

192.168.0.0/16
#0.0.0.0/0  # this line is commented out

Windows CertMgr
24566

3.4. CertMgr o = 74 —/\—H® SSL JIAZE

CertMgr SSL

CA CA DN

1.

CertMgr  URL(https://127.0.0.1:23466/)

Server Software Type This CertMgr
Username for Auto-Install
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Password for
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Windows ( CA)
CertMgr
. (SHA1 )

e CertMgr

. Private CA

. (http.conf) (certmap.txt)
CA
(ssl.crt¥client_auth_ca.crt)
» Kousec Server Certificate Manager Open Command Prompt

* notepad http.conf
# - SSL Client authentication -
#http_ssl_clauth = require
#http_ssl_cacertstore = file ssl.crt/client_auth_ca.crt
#http_certmap_fname = certmap.txt

http_ #

CA Windows
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CA http_ssl_cacertstore

http_ssl_cacertstore = os

CA ssl.crt¥client_auth_ca.crt
Windows
PEM CA
Private CA

CA

> copy myca¥cacert.pem ssl.crt¥client_auth_ca.crt

Private CA

certmap.txt SHA1l
certmap.example

> copy certmap.example certmap.txt

* Hash_SHAl1 2c 74 2e 10 b8 c0 7fd5 8e 2a ad 2d a9 7b 7f 1la ba e4 f6 dc

Kousec CertMgr

logs¥httpd¥event.log

logs¥httpd¥errors.log

Private CA

Kousec Server Certificate Manager Open Command Prompt

>gencert -gencli

CA orenosp

PFX
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gencert (PFX ) PFX
PFX
PFX

> start pfx0000000000000002.p12
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3

Scenario 1)

1.

2. Server Certificate Manager

Bulk Import
(Deploy Check)
Monitor View (OK )
Scenario 2)
CertMgr
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CertMgr

SSL
CertMgr
1. SSL
SSL DN
CertMgr
Linux
Apache Postfix Dovecot vsftpd SSL
Linux SSL
(http://www.kousec.com/tj/tj_review S1.pdf)
2. CertMgr
3.
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Server Certificate Manager

2.

Server Certificate Manager
® Apache (“PEM™)

Apache

CA

® Windows (“PKCS#12”)
“P12H HPFXH
pl2 .pfx
CA

® Windows (“CER” and “P7B")
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Java
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Readme

4.7. Using Built-in Private CA

Distributing Certificate of Built-in Private CA
By default, the built-in Private CA operates as a root CA. Therefore you need to distribute the CA

certificate to all computers that will be verifying certificates issued from the private CA.

You can distribute the certificate of the private CA to all computers in your company if you are using
a Windows ActiveDirectory domain by using Public Key Policies in Windows Group Policy.

For details, see the following Microsoft article:

Policies to establish trust of root certification authorities
http://[technet.microsoft.com/en-us/library/cc775613(WS.10).aspx

For other environments, Server Certificate Manager also provides the one-click installer to install
the private CA's certificate in individual PCs.

On the Private CA screen, there exists the button to generate the CA certificate installer for
Windows. Click the button and download the installer executable. This installer contains public

information only, so there is no encryption password necessary to run it.

Built-in Private CA as Subordinate CA

If you already have a private CA in your company that is running on Windows Server PKI, you can
also make the built-in private CA part of your PKI hierarchy. This way, you do not have to deploy
another trusted CA root certificate in your company. To do that, you need to obtain the certificate
for this built-in private CA from one of your higher CAs. There is a supported procedure for this

kind of deployment. Please contact Kousec Software for details.

User-Defined Certificate Extensions

The built-in private CA accepts custom extensions that will be put in all issued certificates.

Create a file called "ca_ext.conf" in the "myca" directory (i.e., "myca¥ca_ext.conf"), and enter the

following text (for example) in that file.
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[default]
criDistributionPoints=URI:http://privca.local:23456/privca_pub/1.crl

authoritylnfoAccess=calssuers;URI:http://privca.local:23456/privca_pub/ca-cert.cer

To make sure the ca_ext.conf file is recognized, start Open Command Prompt from the Kousec

Server Certificate Manager group and type "gencert -info" in the command prompt.
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CERTMGR_HOME/db

CERTMGR_HOME/DocFolders
(

CERTMGR_HOME/myca

Kousec CertMgr

4.9. [+ T a ] Private CA DR

Private CA

CA (DN)

( Private CA )

Kousec Server Certificate Manager

cm_config.bat

Organization Name : Kousec CertMgr Built-in Private CA

Common Name : Kousec CertMgr Auto-Generated CA <CA >

1. Private CA

CA

>ren myca myca_default

2. CA

CA

> gencert -setup_ca -2

CA DN CA

"Open Command Prompt”

orenosp
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DN CA
DN

CA

> gencert -info

CA

Private CA

> gencert -show_cacert

CA

CA

PEM

CA

CERTMGR_HOME¥trusted_cas¥system-list¥kcertmgr-private-ca-XXX.pem

XXX
CA (Save&Merge
)
CA CRL
>gencert -gen_crl -p:orenosp -f
CertMgr Private CA
Create CA Cert Installer Private CA
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