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1. SSL

1.1.

SSL

SSL

1.2. SSL

SSL
SSL

revoke

IC
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1.3.

SSL Certificate Authority (CA)
CA
CA CA CA VeriSign, Inc.
CA
CA IT CA IT
CA CA
CA
1.4.
CA
CA
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2. Server Certificate Manager

Server Certificate Manager
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2.1.

Server Certificate Manager

PDF

2.2.

CA
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CSR

(unattended)

CA

CA
CSR

(interactive)

Server Certificate Manager
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2.3.

Server Certificate Manager

I

CSR

I

CSR

CA
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2.4.

Server Certificate Manager

Server Certificate Manager

SSL
. (Lifecycle-Managed) : Server Certificate Manager
. (Monitored-Only) : Server Certificate Manager
2.5.
Server Certificate Manager (
. (Lifecycle-Managed) : Server Certificate Manager

CA
CA
Server Certificate Manager

. (Monitored-Only) : Server Certificate Manager

1. Server Certificate Manager

X509 CA
2. DN

CA

CA
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Server Certificate Manager

2.6.

Server Certificate Manager SSL
Server

Certificate Manager

2.7.
Server Certificate Manager
Server Certificate Manager
(Lifecycle-Managed)
(Monitored-Only) Server Certificate Manager
1. ( DN)
2. | )

Server Certificate Manager
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2.8.

Server C

Server Certificate Manager

ertificate Manager

. Server Certificate
Manager

(FW )

Web FTP

Server Certificate Manager

unzip

« CA

Server Certificate Manager

(readme_ja.html)

Kousec Software, Inc.

usB

Server Certificate Manager

iDC

Read Me
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2.9. CA

Server Certificate Manager CA

1. Server Certificate Manager

CA
CA

CA

Windows ActiveDirectory Windows Group Policy

Public Key Policies

CA PC
Server Certificate Manager PC CA
PKI CA

CA
2.10.
Server Certificate Manager SSL CA

Server Certificate Manager
Server Certificate Manager
CA
2.
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CA

CA

Server Certificate Manager

2.11.Windows CA

Windows Windows
CA Server Certificate Manager Windows CA
Linux
Windows CA CA CA
CA
) Windows CA
CA
CA
2.12. CA

Server Certificate Manager

CA 0s
Server Certificate Manager CA
Server Certificate Manager CA
Server Certificate Manager CA CA

CA

CA
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CA CA

CA: Server Certificate Manager

2. CA:
CA
CA CA
CA Server Certificate Manager
CA CA
Server Certificate Manager
CA CA

Policy CA

CA
CA

CA CA

Server Certificate Manager
CA

CA

CA Certificate

CA
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3. Server Certificate Manager

3.1.

Server Certificate Manager

“Application” “Settings”

CertMgr

Server Certificate Manager

Sender Email Address From E

Sender Email Name From

SMTP Server Name SMTP
servername:587

SMTP User Name SMTP

SMTP Password SMTP

"Send Test Email”

Tip: SMTP
587 Server Certificate Manager
587

3.2.

admin "Settings”

"Change My Password”
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3.3. CertMgr

IPv4
IP

» Kousec Server Certificate Manager
IPACL

* notepad ip_acl.txt

192.168.0.0/16

Username for Auto-Install

#0.0.0.0/0  # this line is commented out
Windows CertMgr
24566
3.4. CertMgr SSL
CertMgr SSL
CA
1.
CertMgr  URL(https://127.0.0.1:23466/)
Server Software Type
Auto-Install
4. CertMgr CertMgr
CA
CA CA

Open Command Prompt

192.168.x.x IP

CA

CA DN

This CertMgr

23466

Password for

Kousec Server Certificate Manager -
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CA

Web CA
CertMgr
CA
Windows
3.5.
CertMgr
. CA
Windows
CertMgr
e CertMgr
. Private CA
. (http.conf)

CA
(ssl.crt¥client_auth_ca.crt)
» Kousec Server Certificate Manager

* notepad http.conf

# - SSL Client authentication -
#http_ssl_clauth = require

#http_ssl_cacertstore = file ssl.crt/client_auth_ca.crt

#http_certmap_fname = certmap.txt

http_ #

CA

Web
” CA”
CA PEM
CertMgr
CA
( CA)
(SHA1 )
(certmap.txt)

Open Command Prompt

Windows

Kousec Server Certificate Manager -
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CA http_ssl_cacertstore

http_ssl_cacertstore = os

CA ssl.crt¥client_auth_ca.crt
Windows
PEM CA
Private CA

CA

> copy myca¥cacert.pem ssl.crt¥client_auth_ca.crt

Private CA

certmap.txt SHA1l
certmap.example

> copy certmap.example certmap.txt

* Hash_SHAl1 2c 74 2e 10 b8 c0 7fd5 8e 2a ad 2d a9 7b 7f 1la ba e4 f6 dc

Kousec CertMgr

logs¥httpd¥event.log

logs¥httpd¥errors.log

Private CA

Kousec Server Certificate Manager Open Command Prompt

>gencert -gencli

CA orenosp

PFX
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gencert

(PEX )

> start pfx0000000000000002.p12

3.6.

Server Certificate Manager

"Settings”
3.6.1.
3.7.
CA

CA
1. CA
2. CA
3.
4. System Collection Files

Admin

User

CA

System Collection Files

kcertmgr-private-ca-at-install.pem

Go Back
Save and Merge CA Set

3.8. Proxy Server

PFX

PFX

PFX

CA
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Web

<CERTMGR_INSTALL_FOLDER>¥cmconfig¥proxy_config.inc

CONNECT <destination-server:port>

HTTPS

proxy_config.inc

3.9.

<CERTMGR_INSTALL_FOLDER>¥cmconfig¥cmconfig.inc

JRE

3.10.2038

2038
cmceonfig.inc ( )
H//H
"Y-m-d’

/ldefine('cm_config_ui_date_fmt', 'Y-m-d');
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4. Server Certificate Manager

4.1. Server Certificate Manager

Server Certificate Manager

3

Scenario 1)

1.

2. Server Certificate Manager

Bulk Import
(Deploy Check)
Monitor View (OK )
Scenario 2)
CertMgr
Kousec Server Certificate Manager - 22




Windows CA  CertMgr Private CA
CSR CA

Autolnstall Test
CertMgr

Windows CA

Scenario 3)
SSL
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CertMgr

SSL
CertMgr
1. SSL
SSL DN
CertMgr
Linux
Apache Postfix Dovecot vsftpd SSL
Linux SSL
(http://www.kousec.com/tj/tj_review S1.pdf)
2. CertMgr
3.
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4.2.

4.2.1.

4.2.2.

4.2.3.

4.2.4.

4.2.5.

4.2.6.

CSR
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4.2.7.

4.2.8.

Server Certificate Manager E

SSL

Server Certificate Manager
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4.3.

4.3.1. Server Certificate Manager

Server Certificate Manager

Server Certificate Manager

Apache (“PEM™)
Apache
CA
Windows (“PKCS#12")
“P12H HPFXH
pl2 .pfx
CA
Windows (“CER” and “P7B")
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"CER” DER

"P7B” CA
Java (“JKS”)
Java
CA
Server Certificate Manager JKS
CA
4.3.2.

Server Certificate Manager

Buy

Server Certificate Manager
E

Server Certificate Manager
:CA E

Server Certificate Manager

Server Certificate Manager
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4.3.3.

3 (auto-install)

Readme

Tip:

OK

Server Certificate Manager Server

Certificate Manager
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4.3.4.

Server Certificate Manager
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S -

RITEERE ;"ﬂﬁ L2
e ABF AR
i

302days 2K BolRbEe2
320 (imported) A

60
1.
2.
2 OK
3 NG
4.4,

Monitored-Only
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4.4.1.

OK The certificate is valid.

Near The certificate is nearing its expiration date.

Invalid The certificate was invalid due to failed certificate verification.
Down The certificate was not retrieved.

4.4.2.

OK The certificate found matches the certificate in the repository.

NG The certificate found does not match the certificate in the repository.
Down The certificate was not retrieved.

4.4.3.

Server Certificate Manager

Server

Certificate Manager

Server Certificate Manager
Subject Alternative Names (SAN)
CertMgr

SHAl

4.4.4.
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In addition to email notification, CertMgr is able to send check results as SNMP traps to the
configured network management host(s). Up to four trap destinations can be specified in Setting

screen.

An SNMP trap will be sent to all of the configured trap destinations when a certificate on a
certificate checking results in certain statuses. In Monitored-Only Certificates, a trap will be sent
when certificate checking ends in ‘Invalid’ status. In Lifecycle-Managed Certificates, a trap will be

sent when certificate checking ends in ‘NG’ status.

4.5.

SSL

Server Certificate Manager

Certificate Discovery works as follows.

1. Host/IP Scan
CertMgr scans one or more ranges of IP addresses to find all connected computers. ICMP
echos (pings) are used for scanning. Alternatively, you can prepare a list of IP addresses
and/or hostnames for which you want to scan open ports.

2. Port Scan
For each computer found in Host/IP scan or specified in the list of IP/hostnames, CertMgr scans
open ports which potentially have SSL certificates.

3. Certificate Scan
For each computer having open ports, check to see if there is any service on the port that
utilizes a SSL certificate. Record all certificates found.

4. Certificate Analysis
Analyze all certificates found and validate them according to the security policy.

5. Build Import Form
From the analysis result screen, you can optionally initiate bulk-import of discovered

certificates.

Note about IP/Host Scan: Because this scan uses ICMP echos, if CertMgr needs to go through a
proxy server to access target servers, this IP/Host Scan won't work. In such an environment, you

can prepare a list of IP addresses or hostnames in a CSV file and upload the CSV in Port Scan

Kousec Server Certificate Manager - 33



screen. The CSV file is a header-less, one-column format, so it's just a text file with each IP
address or hostname on each line. You can generate such a file from your network management
software. You can also run “nmap” tool on a computer with direct connection to target servers and

generate such a file.

4.6. Windows CA

Windows CA

Windows CA Enrollment API CA

CA

CA CA
Back to Cert Request
Windows CA
Windows CA
Readme

4.7. Using Built-in Private CA

Distributing Certificate of Built-in Private CA
By default, the built-in Private CA operates as a root CA. Therefore you need to distribute the CA

certificate to all computers that will be verifying certificates issued from the private CA.

You can distribute the certificate of the private CA to all computers in your company if you are using
a Windows ActiveDirectory domain by using Public Key Policies in Windows Group Policy.

For details, see the following Microsoft article:

Policies to establish trust of root certification authorities
http://[technet.microsoft.com/en-us/library/cc775613(WS.10).aspx

For other environments, Server Certificate Manager also provides the one-click installer to install
the private CA's certificate in individual PCs.
On the Private CA screen, there exists the button to generate the CA certificate installer for
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Windows. Click the button and download the installer executable. This installer contains public

information only, so there is no encryption password necessary to run it.

Built-in Private CA as Subordinate CA

If you already have a private CA in your company that is running on Windows Server PKI, you can
also make the built-in private CA part of your PKI hierarchy. This way, you do not have to deploy
another trusted CA root certificate in your company. To do that, you need to obtain the certificate
for this built-in private CA from one of your higher CAs. There is a supported procedure for this

kind of deployment. Please contact Kousec Software for details.

User-Defined Certificate Extensions
The built-in private CA accepts custom extensions that will be put in all issued certificates.

Create a file called "ca_ext.conf" in the "myca" directory (i.e., "myca¥ca_ext.conf"), and enter the

following text (for example) in that file.

[default]
criDistributionPoints=URI:http://privca.local:23456/privca_pub/1.crl

authoritylnfoAccess=calssuers;URI:http://privca.local:23456/privca_pub/ca-cert.cer

To make sure the ca_ext.conf file is recognized, start Open Command Prompt from the Kousec

Server Certificate Manager group and type "gencert -info" in the command prompt.
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4.8. Server Certificate Manager

CERTMGR_HOME/db ( )
CERTMGR_HOME/DocFolders

( )
CERTMGR_HOME/myca ( Private CA )

Kousec CertMgr

Kousec Server Certificate Manager

cm_config.bat

49. [ ] Private CA
Private CA
CA (DN)
Organization Name : Kousec CertMgr Built-in Private CA

Common Name : Kousec CertMgr Auto-Generated CA <CA >

"Open Command Prompt”

1. Private CA

CA

>ren myca myca_default

2. CA

CA

> gencert -setup_ca -2

CA DN CA orenosp
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DN CA
DN

CA

> gencert -info

CA

Private CA

> gencert -show_cacert

CA

CA

PEM

CA

CERTMGR_HOME¥trusted_cas¥system-list¥kcertmgr-private-ca-XXX.pem

XXX
CA (Save&Merge
)
CA CRL
>gencert -gen_crl -p:orenosp -f
CertMgr Private CA
Create CA Cert Installer Private CA
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A

Server Certificate Manager Server
Certificate Manager
IE Firefox Web
1. CertMgr
()
() "Show Cert” Finger Print
(SHA1) 40 16
2. PC
3. IE URL URL
4. IE
5. IE SHAZ1 hash
(I ] [ ]
()L ] [ ] [ ] Finger Print
(SHA1)
Web
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