SSL Management for VMware vSphere Data Centers

Do you have trusted server certificates on ESXi and
vCenter Server computers in production environments?

. Do you see warning box like this Security Best Practices from VMware, Inc.
~ when connecting VMware?

Security Warning

Certificate Warnings

Recommendations from vSphere Security
Hardening Guide:

An untrusted 551 certificate is installed on "win2003veenter" and secure communication cannot be
guaranteed. Depending on your security policy, this issue might not represent a security concern.

‘fou may need ko install a trusted S5L certificate on vour server to prevent this warning from hd Use ce rt'ﬂcates fl’0m acom merC|aI CA or
appearing.
organizational CA for ESXI/ESX/vCenter

Click, Ignore to continue wsing the current SSL certificate,

o Corcate | goe | : * Enable certificate verification on vCenter
[ Instal this certificate and do not display any security warnings for "win2003veenter", Se rver and VSphe re C|IentS

Kousec Server Certificate Manager automates secure operations
of SSL communications in VMware based virtual data centers.
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